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Abstract 

The rise of cyber fraud targeting Telegram users in Malaysia poses a major threat 

to the trust and financial security of the digital platform. Therefore, this study will 

focus on two main objectives, which are to identify the strategies used by scammers 

to target adult users of Telegram Malaysia and evaluate the effectiveness of public 

awareness efforts aimed at educating the public about scams among Telegram 

users. By using Uses and Gratification Theory, which states that individuals engage 

with media to fulfill social and psychological needs, this research explores why 

scammers exploit Telegram's large user base and secure messaging for financial 

gain. To ensure accurate and reliable findings, a quantitative methodology was 

employed, using a structured questionnaire distributed via Google Forms, gathering 

responses from 416 participants through the integration of purposive and 

convenience sampling, chosen for its efficiency in reaching a diverse respondent 

pool. The results show that users are aware of online scams and can identify their 

various patterns as well as prevalent tactics. Susceptibility can be caused by a 

variety of factors, including a lack of awareness, being easily deceived, and 

financial desperation. Hence, in order to prevent cybercrime and promote digital 

safety, it is crucial to put pre-emptive measures into place, collaborate with 

governments, and launch effective awareness programs.  In conclusion, social 

media platforms serve as vital tools for disseminating scam-related information. 
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Introduction 

Scam is a form of fraud aimed 

at illegally obtaining money from 

individuals. Notably, scams target 

people of all demographics and 

succeed by appearing legitimate, 

often catching victims off guard 

(Dictionary.cambridge.org, 2024). 

Consequently, as scammers become 

increasingly sophisticated, everyone 

is at risk of falling victim to these 

deceptive schemes. The spread of 

digital communication platforms in 

recent years has completely changed 

how people communicate. For 

instance, Telegram has become a 

favorite among adult users in 

Malaysia due to its numerous 

features and advantages. This is 

because the public believes that its 

emphasis on user privacy has made it 

incredibly popular, which in early 

2021, a large number of users 

switched from Whatsapp to 

Telegram (Vanian, 2021). However, 

this rising popularity has also brought 

about some issues, as Telegram has 

long been a popular platform for 

scams, leading to a rise in money 

scams that target adult users. Due to 

the quick growth of our online 

activities, cybercriminals now have 

more ways to commit different types 

of scams.  

They can now carry out 

conventional scams on a large scale 

for very little money, or even create 

completely new scam schemes. As a 

result, many people who would have 

never been publicly targeted by these 

kinds of crimes now run the daily risk 

of becoming victims (Quek, 2023). 

Constantly modifying their strategies 

to trick gullible people, scammers 

frequently employ sophisticated 

techniques to control and coerce 

victims into paying them money. 

Furthermore, there has been an 

apparent rise in the quantity of 

commercial offenses documented in 

Malaysia, particularly fraudulent 

scams, where between 2019 and 

2021, a total of 51,631 cybercrime 

cases with losses of RM1.61 billion 

were reported. As of July 2021, 

12,092 cases with losses of RM414.8 

million had been reported (Royal 

Police Malaysia, 2022).  

Besides that, according to one 

of the researchers (Wilson et al., 

2023) said that taking credit card 

numbers, login credentials, or 

identity information is frequently the 

main objective of these scams. In 

order to deceive their victims, 

scammers frequently employ a 

variety of false attractions, including 

fake multi-level marketing or 

pyramid schemes, business 

opportunities, auctions, credit card 

offers, loans, job openings, and more. 

Numerous cybercrime trends can be 

attributed to contemporary trends. 

According to Cybersecurity Malaysia 

Fraudulent, activities in Malaysia 

that result in victims losing their 

money include credit card scams, 

parcel scams, insurance scams, and 
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many more (Wilson et al., 2023). 

Besides that, ensuring public safety is 

crucial for maintaining a high quality 

of life for citizens. It is the joint 

responsibility of the Malaysian 

government and non-governmental 

agencies to collaborate in preventing 

crime and safeguarding public well-

being especially in raising awareness 

about scams (Wilson et al., 2023). 

The majority of studies have 

looked at online scams generally 

rather than concentrating on 

particular platforms like Telegram, 

which has special privacy features 

that could affect scam tactics (Morgia 

et al., 2021). Furthermore, there is a 

lack of research on the psychological 

and emotional effects of scams on 

victims, especially in Malaysia, 

despite the financial impact of these 

schemes being widely documented 

(Quek, 2023). Studies that already 

exist also frequently ignore the 

victim's demographics, which is 

important for creating focused 

preventative tactics. Addressing 

these gaps is crucial for several 

reasons. Understanding regional 

variations in scam tactics can lead to 

the development of more effective 

local prevention measures. 

Examining the specific dynamics of 

Telegram can help create better 

platform-specific security policies. 

Additionally, a comprehensive 

understanding of the impact on 

victims can improve public 

campaigns to increase awareness.  

This research seeks to address these 

gaps by exploring the trends and 

patterns of money scams targeting 

adult Telegram users in Malaysia. By 

analyzing the techniques used by 

scammers and the demographics of 

victims, this study aims to provide 

valuable insights to inform 

prevention and mitigation strategies 

while also raising awareness about 

money scams among Malaysian 

adults. 

Method 

A research methodology was 

created to study the dynamics of 

money scams targeting Telegram 

users in Malaysia. To address the 

issue of cybercrime, particularly 

focusing on money scams through 

Telegram, this study employed a 

quantitative research approach. 

Quantitative methodology serves as 

the primary research framework in 

the social sciences, aiming to 

generate knowledge and 

understanding about the social world 

(University of Texas Arlington, 

2023). Hence, a structured 

questionnaire was employed to 

gather data from 416 respondents via 

the Google Forms platform, serving 

as the primary instrument for data 

collection. This choice was made due 

to Google Form's feature of 

automatically generating results, 

providing totals and percentages for 

each question response. Next, we 

manually interpreted and 

documented the collected data for 

analysis. The questionnaire is divided 
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into five sections: A, B, C, D, and E, 

which cover topics such as 

respondent demographics, 

knowledge, attitude, practice, and 

effectiveness. Each section contains 

bilingual questions to make it easier 

for our respondents to answer. The 

sample size was determined using the 

Raosoft sample size calculator. To 

select the sample, we integrated both 

convenience and purposive sampling 

techniques, focusing on Malaysian 

adults. We specifically attract 

respondents who meet our criteria 

through purposive sampling. 

Additionally, we employ 

convenience sampling to include 

respondents who are readily 

accessible and convenient for our 

research. Convenience sampling 

entails utilizing respondents who are 

easily accessible to the researcher 

(Edgar & Manz, 2017). Meanwhile, 

purposive research sampling is a 

method where the researcher selects 

a sample based on their judgment of 

its relevance to the study's goals 

(Bisht, 2024). Amongst the entry 

requirements for this research 

involving purposive sampling are: 

1. The respondent must be a 

Malaysian citizen,  

2. The respondent must be 18 

years of age and above, 

3. The respondent must have 

common knowledge about 

Telegram 

Discussion 

Telegram has become a 

popular platform for communication, 

learning, and doing business. But, 

unfortunately, it has also become a 

place for fraudsters to spread money 

scams. Telegram fraud is becoming 

more common and many people are 

becoming victims. Financial losses 

and psychological wounds can come 

together. Therefore, we need to know 

how to protect ourselves from these 

fraudsters. 

The loss of citizens due to 

various fraudulent activities via 

Telegram from January to May 2023 

reached 45 million Malaysian 

Ringgit. The scammers promote a 

fraudulent investment scheme, luring 

potential investors with promises of 

extremely high returns. They further 

emphasize the exclusivity of the 

opportunity, claiming that the 

scheme is only available to new 

customers for a limited time. 

The Malaysian government 

has conveyed a firm view on the 

importance of Telegram and any 

messaging or social media 

application to always comply with 

and comply with the laws in force in 

Malaysia. 

Telegram money scams are a 

crime mode in which perpetrators 

pretend to offer fake investments, 

goods, or services. They use 

messages, groups, and bots to 

deceive people. Generally, fraudsters 

send messages that are too good to be 
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true, then trick victims into sending 

money. 

Common characteristics of 

this scam include offers that are too 

tempting, urgent messages, and 

requests for personal data. They also 

often send links that lead to fake sites. 

 

Common Types of Fraud 

Fake investments and 

pyramid schemes: The perpetrators 

offer investment opportunities that 

promise big profits in a short time. 

Usually, these are pyramid schemes 

that eventually collapse when many 

victims lose their money. 

1. Selling fake goods or services: 

Offering cheap goods but 

never delivering them after 

payment is made. 

2. Phishing via private or group 

messages: Fraudsters send 

links or attachments that 

contain viruses or other 

cybercrimes. The goal is to get 

the victim's sensitive data and 

money. 

3. Signs and Modus Operandi of 

Telegram Fraud 

4. Recognize the Signs of Fraud 

5. Offers that are too good to be 

true, such as big free gifts 

6. Time pressure to make a quick 

decision 

7. Request for account numbers, 

personal data, or OTP codes 

8. Intimidating or threatening 

messages if you don't follow 

directions 

9. Messages from strangers with 

unclear identities 

10. Fraudster Techniques and 

Strategies 

11. Creating fake groups, 

channels, or bots that claim to 

be trusted places 

12. Using fake identities, 

pretending to be bank officers, 

or famous figures 

13. Sending malicious links that 

lead to phishing sites 

 

a) Demographic Profile 

The demographic samples, 

including gender, age, ethnicity, 

education level, employment status, 

residential location, and monthly 

income, were discussed to identify 

trends in money scams targeting 

Telegram users in Malaysia. The 

demographic information of 416 

respondents is shown in Table 1. 

According to the collected data, most 

respondents who completed the 

surveys were female, with 267 

(64.2%) of respondents aged 18 to 

25. Additionally, 250 (60.1%) 

respondents held a Bachelor's degree, 

251 (60.3%) respondents were 

students, and 287 (69%) respondents 

resided in urban areas. The survey 

also revealed that 138 (33.2%) 

respondents had a monthly 

household income below RM2,000. 
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b) Telegram’s Adult Users 

Awareness On Online 

Money Scam 

 
Figure 1.0 

 

Based on Figure 1.0 that has 

been distributed regarding money 

scams among adults on Telegram in 

Malaysia, we discovered that 396 

(95.2%) out of 416 respondents are 

aware of scams on Telegram. Despite 

the high level of awareness among 

the respondents in this study, there 

are still some of them who have 

fallen victim to online scams. This 

can be proven from the survey, which 

found that approximately 147 

(35.3%) respondents who were 

between the ages of 18 to 25 had been 

victims.  

Moreover, this study 

highlighted that respondents are 

strongly aware of the common scam 

types, with investment scams being 

reported as the most frequent, 

followed by job and Macau scams. 

These types of scams typically 

involve the use of fake Telegram 

channels as a common tactic in order 

to mislead victims. Morgia et al. 

(2021) refer to the fact that fake 

Telegram channels posing as 

trustworthy entities or groups 

offering easy money are a commonly 

used tactic, similar to fake accounts. 

Fortunately, most respondents in this 

study could identify scams on 

Telegram channels that are clearly 

designed to deceive and exploit users 

through fraudulent activities. 

Acharya et al. (2024) note that 

scammers exploit the growing trend 

of using social media for technical 

support by targeting victims on these 

channels. 

Referred to Li et al. (2024), 

scammers defraud users through a 

variety of tactics, including 

impersonating family members and 

friends, prominent channel owners, 

or investment advisors. However, 

despite the majority of respondents 

acknowledging their awareness of 

online scams on Telegram, 360 

respondents also agreed that a lack of 

awareness is the primary factor 

behind the increasing prevalence of 

scams.  

c) Public Attitude Towards 

Money Scam Issues Among 

Adults  

 
Figure 2.0  
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According to Figure 2.0, the 

data collected from 416 responses 

reveals that 310 (74.5%) respondents 

strongly agree they would not accept 

random Telegram messages 

promising quick money or too-good-

to-be-true investments. Furthermore, 

additional data indicates that 

respondents who are aware of money 

scams on Telegram are more 

concerned and tend to be more 

proactive in protecting their family 

and friends from scams, utilizing 

their knowledge and awareness. 

Wilson et al. (2023) suggest 

individuals use their own safety 

measures, stay informed about scam 

tactics, and share news with friends 

and family to stay vigilant. The data 

also shows that 255 (61.3%) 

respondents strongly agree that they 

recognize the emotional damage 

caused by being scammed. This 

demonstrates that victims are well-

informed about anti-scam campaigns 

and understand the appropriate 

actions to take if they receive 

suspicious calls or messages (Wilson 

et al., 2023). Overall, public 

awareness and knowledge about 

online fraud are interconnected and 

significantly influence public 

attitudes towards online scams 

(Zwilling et al., 2020).  

d) Action And Prevention To 

Be Taken 

 
Figure 3.0 

 

Continuing our research 

findings, the highest level of 

agreement emerged in response to a 

question highlighted in Figure 3.0, 

where 293 (70.4%) respondents 

strongly expressed their intention to 

advocate for increased vigilance 

among family and friends regarding 

Telegram scams. This proactive 

approach aims to safeguard loved 

ones from falling victim to monetary 

scams. Among the recommended 

actions is the practice of verifying the 

authenticity of contacts, offers, or 

information on Telegram before 

engaging, as scammers often 

impersonate others. A majority of 

265 (63.7%) respondents 

demonstrated favorable attitudes 

towards implementing such 

measures, with over half of them 

strongly endorsing the proposed 

actions. Additionally, to fortify 

personal security against potential 

scams, 255 (61.3%) respondents 

indicated their strong inclination 

towards adopting enhanced security 

measures such as Two-Step 
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Verification to safeguard personal 

data and accounts. Moreover, they 

expressed their willingness to report 

fraudulent or suspicious activities on 

Telegram to platform administrators 

or local law enforcement agencies for 

appropriate intervention. 

Furthermore, in order to stay 

informed about common scam tactics 

employed on Telegram, half of the 

total respondents frequently rely on 

newspapers or online sources. This 

practice is illustrated in a Today 

Online article (Ong, 2024), which 

reports on police warnings regarding 

a specific phishing scam perpetrated 

through the Telegram messaging app 

using fake Budget 2024 graphics. 

 

e) Initiatives Effectiveness 

On Addressing Telegram 

Money Scam  

 
Figure 4.0 

 

The findings of the study 

reveal that anti-scam campaigns by 

the government and non-

governmental organizations in 

Malaysia have shown promising 

effectiveness. Most respondents 

agree that awareness campaigns 

about scams on Telegram have 

successfully educated the Malaysian 

public. Notable examples include the 

#JanganKenaScam campaign, 

organized by the banking industry to 

combat financial scams, unify 

efforts, and promote anti-scam 

messaging (The Association of 

Banks in Malaysia, 2023). According 

to our sample, which reflects the 

broader target population, such 

efforts have a positive impact. 

However, the study also indicates 

that most respondents believe that the 

government and NGOs have not yet 

fully maximized their efforts in 

raising awareness about Telegram 

scams. This is shown in Figure 4.0, 

where 126 (30.3%) respondents gave 

neutral answers. Additionally, our 

respondents believe that the 

information provided by authorities 

on identifying and avoiding 

Telegram scams has been beneficial 

in protecting themselves, their loved 

ones, and the general public. 

Notably, 169 (40.6%) of respondents 

strongly agree that public efforts, 

such as past scam victims sharing 

their experiences, have significantly 

aided the government in reducing the 

number of people falling victim to 

Telegram money scams. This is 

because the data collected can offer a 

unique perspective on the 

cybercrimes experienced by social 

media users who share their stories 

(Górka, 2023). Consequently, this 

helps the community increase their 
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awareness, addressing the primary 

factor that leads to falling victim to 

Telegram money scams. 

 

Conclusion 

In conclusion, despite its 

growing popularity and numerous 

benefits, Telegram has become a 

hotspot for cybercrimes such as 

money fraud. These scams include 

investment schemes, fake job offers, 

phishing, and romance scams 

(Wilson et al., 2023). Although many 

respondents in this study are aware of 

these online scams on Telegram, a 

significant number still fall victim 

due to a lack of awareness. 

Consequently, the primary challenge 

is bridging this awareness gap, which 

makes Telegram users especially 

vulnerable. This lack of awareness 

leads to difficulties in recognizing the 

common tactics used by scammers. 

Furthermore, Telegram's features, 

such as allowing anonymity and not 

requiring phone numbers for sign-up, 

make it particularly appealing to 

scammers. The situation worsens 

when individuals are under financial 

stress, making them even more 

susceptible to these scams. 

To address the growing issue 

of cybercrimes on Telegram, 

proactive measures are necessary 

from all parties. Firstly, individuals 

should report suspicious activity to 

the administration to help safeguard 

the community (Wilson et al., 2023). 

Additionally, Telegram must take 

immediate steps to improve security 

monitoring and prevent misuse of the 

platform, such as implementing 

stricter user verification processes. 

Moreover, the public should stay 

informed about the latest 

developments on this issue by 

regularly reading newspapers and 

browsing social media. Lastly, the 

government and non-governmental 

organisations need to increase their 

efforts in launching more anti-scam 

campaigns and awareness programs 

throughout Malaysia to curb this 

problem before it escalates. 

This research recommends 

that future efforts should expand the 

study of money scams on Telegram 

to address the current lack of focused 

research on this topic. The existing 

research on money scams and 

Telegram is limited and not 

comprehensive. Therefore, it is 

suggested that future researchers 

delve deeper into this subject by 

examining a different angle—

specifically, the impact and 

consequences on individuals whose 

data is used without their knowledge 

to perpetrate scams. By expanding 

research efforts and considering new 

perspectives, we can work towards 

mitigating the risks posed by 

cybercrimes on platforms like 

Telegram and fostering a safer digital 

environment for all users. It is our 

hope that the research we have 

undertaken will prove beneficial and 

add to the existing body of 

knowledge for generations to come. 

Additionally, we also hope that the 
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research urges both government and 

non-government organizations to 

strengthen regulations and 

collaborate effectively to combat 

online scams, as well as enhance 

digital security for all users. 
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